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k4 =1 IP Address: 163.25,114.1 1P Address: 192,168,186 253 IP Address: 102.168,186.198| 1P Addrass:
Ping: 0.2 ms Ping: 4,75 ms Ping: 0.03 ms Ping:
o Situational Awareness ” 2016-02-18 ., D000-00-00 . booo-oo-0a
Last Fail: 05-59:00 Last Fail: 00:00:00 Last Fail: 00:00:00 l.a=t Fail:
Availability: 100% _ Availability: 100% _ Availability: 100% _ Availability:
. B8 . KEMP 0 Localhost B Oracle . SOCUS-FW
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. HEBEE [P Address: 163.25.114.64 IP &ddress: 127.0.0.1 [P Address: 163.25.114.157] IP Address: 1
Ping: 0.81 ms Pina; 0.32 ms Ping: 43.2 ms Ping: C
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B LIRL W B Windows
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5.8
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Me :
3.0
2.0 ll
1.4
|
&ﬂFAIE*_*L_lLA&A_J;meL_f
17:08 18:00 - -
From 05-22:

W AVG Load all cores O

bytes

W Total Current:
Current:

M Used

1r“_| HH{ nJ \J’:‘L-.%

Oracle - Traffic - etherne

17:00 16:00 19:80 260:00 21:00 21:00
From 85-22-2016 16:50:16 To B85-22-2018 22:50:16

E Inbound Current: 107,92 k Average: 98.80 k Maximum:

17:00
From 05-22-2016 16:50:16 To 85-22-2016 22:50:16

B Outhound Current: 391,71 k Average: 193
Maximum : 2,24 M

Oracle - Used Space - C:

18100 19:08 2000 21180 22:00

B0.60 G Average: 80.60 G Maximum: 80.00 G
20,27 G Average: 20.29 G Maximum: 23.21G
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BE M
BB M
40 M

20 M

Wed
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Days

Cisco 6509 - S5min CPU {EE==

Cisco 6509 - EC|EEa{FERE=E - Processor .

Wed 86060

Fram 203

E CfEmeEE  Min:

278

bits per second

Cisco 6509 - BRI (4EI5)

Cisco 6509 - Traffic - Gil/f1/11

200 M

106 M

Wed 06:00 Ned 12:00 Wed 18:00 Thu B6:00
From 2016/05/11 ©4:46:16 To 2016/85/12 64:46:16

E Inbound Current: 1.94 M Average: 11.51 M Maximum: 158.55 I
B Duthound Current; B.59 M Average: 69.55 M
Maximum: 261,13 M
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windows -

Mon G0:00 Mon @6:00 Mon
From 2016/03/13 23:24:11 Tt

OYE OEE--EE DEEEE B EF

windows - [RFEARRE

Mon B0:00 Mon B6:00 Mon
From 2016/03/13 23:24:11 Tt

OEE @DEE--pE biRESE R

windows - RFZiAEE - Re

YMon B0:08 Mon B6:08 Mon
From 2016/03/13 23:24:11 Tt

O EE D EE-=2E biEEEE mE
|
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Power

Oracle - RFE4ARE - Application Information

Wed 06:00 Wed 12:00 Wed 18:80 Thu 00:00
From 2016/05/11 04:34:56 To 2016/05/12 04:34:56

O %E bmEYE-=EE bEERE B ESEL

BEILOPL

Oracle - BFE#ARE - Oracle PORTALDB VSS Writer Service

Wed 06:08 Wed 12:08 Wed 16:60 Thu B8:60
From 2016/05/11 04:34:56 To 2016/05/12 04:34:56

OEE bDEE--EE BEEEE B RSEEL

EESFSOL

Oracle - RFEH4ARE - Oracleagentl2clAgent

Wed 06:00 Wed 12:00 Wed 18:80 Thu 80:88
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£ 385 &E (CPU, Ram. HD,

Juniper CPU (E ()
Data Source: '.ﬁrj_y Y | Measurand: I_Jé'\ﬂ}: ¥ | Search: | Go | Clear | |BETEE | fEESEe
Additional: "N;:rne v Rows: Pmy v Archive: f.é.urrEﬂ"‘L v

BB 110200120] |

LU A I 1

EHHREE oy AVG [%a] av

172.20.168.111 - CPU - Utilization 4.96 8.93
172.20.168.112 - CPU - Utilization 357 8.00)
172.20.168.113 - CPU - Utilization 4.54 7.00}|
172.20.168.114 - CPU - Utilization 3.05 7.83
172.20.168.115 - CPU - Utilization 4.11 8.00
172.20.168.121 - CPU - Utilization 5.76 8.93 :
172.20.168.122 - CPU - Utilization 4.92 7.92 |
172.20.168.123 - CPU - Utilization 4.66 7.92]|
172.20.168.124 - CPU - Utilization 3.77 6.97
172.20.168.125 - CPU - Utilization 3.30 7.83] |
172.20.168.126 - CPU - Utilization 4.79 8.00 |
172.20.168.130 - CPU - Utilization 2.74 6.93
172.20.168.131 - CPU - Utilization 5.43 8.00 |
172.20.168.132 - CPU - Utilization 3.65 8.92|
172.20.168.133 - CPU - Utilization 4.76 9.90 |
172.20.168.134 - CPU - Utilization 6.01 8.00
172.20.168.70 - CPU - Utilization 5.74 8.83)|
172.20.168.71 - CPU - Utilization 2.64 7.83 o
172.20.168.72 - CPU - Utilization 3.62 7.87
172.20.168.110 - CPU - Utilization 5.19 9.88 l
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AVG[%]

MAX[ %]
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n

HIGH TOF1l@ - load - AVG Pos. Description

1 551 _sms - cpu load avag 48.23

2 dc100 - cpu load avg 18.13

3 fs3650 - cpu load avg 7.32

4 fs2008 - cpu load avg 6.13

5 ts4600 - cpu load avg 2.58

& mbs2 - cpu load avg 1.83

7 mbs1 - cpu load avag 1.52

g fs320i - cpu load avg 1.37

9 cs2 - cpu load avg 1.10

10 cs1 - cpu load avg 0.88

1 2 3 4 5 B T g 9 18
Position
HIGH TOPl0 - load - MAX Pos. Description Results [%0]

1 551 sms - cpu load avg 97.35

2 mbs1 - cpu load avg 21.80

3 mbs2 - cpu load avg 66.28

4 fs2008 - cpu load avg 57.60

i 5 ts4600 - cpu load avg 55.80
& ps1 - cpu load avg 51.50

7 dhcp2003 - cpu load avg 42.20

8 dc100 - cpu load avg 36.00

9 fs220i - cpu load avg 33.93

I I 10 fs2650 - cpu load ava 33.10

1 2 3 4 5 6 7 B 3 10
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| Juniper CPU #HZE(HE)

Data Source: !—‘"my ¥ | Measurand: ,_Any v | Search:
Type: Pie chart: 3D ¥ | Rows: 10Hi  * | Archive: | Current

i Go iimEI.ear |

Data Source: jumper_ex_cpu_ubl

1 172.20.168.121 - CPU - Utilization 5.22
2 172.20.168.111 - CPU - Utilization 4.76
3 172.20.168.122 - CPU - Utilization 4.50
4 172.20.168.113 - CPU - Utilization 4.43
] 172.20.168.126 - CPU - Utilization 4.32
5] 172.20.168.123 - CPU - Utilization 4.14
7 172.20.168.115 - CPU - Utilization 4.11
8 172.20.168.112 - CPU - Utilization 3T
9 172.20.168.124 - CPU - Utilization 3.47
10 172.20.168.125 - CPU - Utilization i () 5

HIGH TOP1G - juniper_ex_cpu_util - AVG
e 4.49
il 4.43
4.76
4,32
4.90
5.62
5.062
5.47
5.22

HIGH TOP1G - juniper_ex_cpu_util - MAX

172.20.168.121 - CPU - Utilization

8.80

172.20.168.126 - CPU - Utilization

5.00

172.20.168.112 - CPU - Utilization

172.20.168.115 - CPU - Utilization

172.20.168.111 - CPU - Utilization

172.20.168.113 - CPU - Utilization

172.20.168.122 - CPU - Utilization

172.20.168.123 - CPU - Utilization
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HAaEE

FIBEE 1P fuht URL Fa4 ﬁ;ﬁ W=

III 173.194.72.132 http: f fygtw.blogspot.tvw /2015704 fgmail.html 5 JENSE L S
EU%;H 163.25.114.6 http: f fvwvrw.cgu.edu. v fbhinfhome.php 5 TEERE
EU%;M 1563.25.114.6 https: f fwebap.cgu.edu.tw /fCitriZx/XenApp fauthflogin.aspx S ACitrixs
Wy  163.25.1146  http://163.25.114.36/student/login.aspx s | o5 & 8 e
‘L',Iq,%;” 163.25.114.6 http: ffdormnet.cgu.edu.tw/f=ampp/ S Axampp £
Localhost1z7.0.0.1 http: f ffiZz.cgu.edu.tve f 5 SR ERE S
Localhost127.0.0.1 http: / f/memo.cgu.edu.tv fgeneral__affairsfphone_qg.asp 5 sMainTahle/
URL- e

VATV WY 1632.25.114.6 http: f ffix.cogu.edu.twve f 5 FEBRIE AT
tl_-'l-!%;'-.r' 163.25.114.6 http: f fmemo.cgu.edu.tve fgeneral _affairsfphone_qg.asp S sMainTahle s
ﬂi%;” 163.25.114.6 http: fF fvwwrw.is.cgu.edu.tw fportal f 5 SATEETE i
EU%;H 163.25.114.56 http: F fvrvrw2lis.cgu.edu.tvw fmasterflogin.asp= 5 JEHSERRIE T HE £
"j,'ﬁb;v 163.25.114.6 http: / /vwwwe.nba.co.jp/ 10 | /HEA. comB#E /
EU%;M 162.25.114.6  http: f fvsvaw.nyu.eduf 10 | wwrr. nya. edus
tl_-'l-!%;'-.r' 163.25.114.6 http: f fvww. discovery.com f 10 | Adiscowery.coms
‘L',Iq,%;” 163.25.114.6 http: f fvwwiw.pchome.com.twe f 10 | APChome /s
URL- 4 m A A oA "Ittl]:ffWWW-EdU-th 10 fﬁﬁ%ﬁf‘l
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URL 884 Ex:http: //192.168.100.100 :httpif{y_ghw.b|l§lgji‘g_pﬂt.mfﬂﬂ1 5;|:|4,f_9m;

The address of the webpage to monitor. The address must be preceeded by the protocol,

hittp or https and if required must include the port number, i —
EEBEAE |

JERETEE

Thae-Eantwithia’ a webpage to check for each time the scan is run. The match is
done using the php function preg match,

evamolel A5 {5F (58 FH A $1 R BT R RUMALE ST HTTP query!
tb#fReturn Data@ B A TERMFH, LIFERE
1=k (B 2R inE HE) EEZEF .,
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DNS Lookup Time(ms) -DNS fZ#T (T FHRFME Connect Time(ms) -5 55 8 HR B35 ]
Pre-Transfer Time(ms) -ssession £ 37 5[ Start transfer Time(ms) -H8 H T &5 5 Total
Time(ms) -8 B 5§ A Lt ¥ 5 &8 5T pl B ]

S

URL-WWW - http://www.discovery.com/ 4
4.0 k b
3.0 k A
il

2.0 k { .
W T | Ii | =
lIEI h: I ; | 1 . -” i el _. ¥ - - R ¥ =g

Wed 06:00 Wed 12:00 Wed 18:00 Thu 0B:00
From 2016/05/11 04:40:38 To 2016/05/12 04:40:38

0 Total Time (ms) Min: 688.46 Max : 4.21 k Last: |

@ Start Transfer Time (ms) Min: 276.79 Max : 3.20 kK Last: ]

MW Pre-transfer Time (ms) Min: 138.76 Max : 2.84 k Last:

B Connect Time (ms) Min: 138.75 Max : 2.84 k Last:

B DNS Lookup Time (ms) Min: 5.13 Max: 348.18 Last: °
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ESXi - whosts
6.0 >
5.0 ESXi-58 - Processes
4.0 —J
2.8 8
2.0
1.8
0.0 =
1640 l8:56 1ll:88 11:10 11:z6 11:38
@ Total hosts Cur; 6.060 Avg 5.60 Max ; 6.00
W Running hosts Cur: 5.00 Avag: 4.50 Max ; 5.00
H Running vmtools Cur: 1.60 Avg: 1.606 Max ; 1.60
B Nonrunning vmtools Cur; 0.00 Avg; 0.00 Max; 8.00
O without vmtools Cur: 5.00 Avg: 4.60 Max : 5.00 A0S 40160 L SR
, re = —m ——-b 16:54:21 To B05-22-2016 22:54.21
ESXi-30 - Logged in Users B Running Processes Current: 55 Average:
- .
18 Maximum: 61
0.8 - — .
ESX1i-50 - CPU utilization 1
in 0.6
[P
5 0.4
0.2
6.0 4
17:08 18:08 19:08 20:00

From 85-22-2016 16:54:21 To 85-22-201

M| Users Current:

o
1 Average: 17:00

18:60

E=B|Vmware

EVmotlon ,

ESXi&- I8k RE & _E E#guest 0S

el 7 BigAE S A o

R LRI AR 518, ﬂﬂ%.%Resource Pool A~&n &

EJ'-H-

19:00 20:60 21:00
16:54:21 To 05-22-2016 22:54:21

5.08 Avg: 9.08 Max :

2200

9.008
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FESEAR

REER EEE
Whether or not this threshold will be checked
and alerted upaon,

Rrh i A ah
Whether or not this threshold will be send by
SMS

;< - HEBH?

If this is checked, this Threshold will not alert on

weekends,

el FEEEERAR

If this is checked, Thaold will not send an alert
when the threshold has returned to normal
status,

HHABA

The type of Threshold that will be monitored.

HTEHERBERER

EEFIE =t ilﬂﬁ iﬁi: thii ~Tantmillaln nf -l-'mn hii Euem Ia HEIIII:E ¥

pasted since the last alert,

=

[=) 1
If set and data source value goes abaove this
nurmber, alert will be triggered

=l
If set and data source value goes below this
nurmber, alert will be triggered

HE R E

| " bad b

a breach condition for an alert to be raised.
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ﬂlﬁ%ﬁ #— B

=alll 224l 2:27 & []
”‘ 0961 295 305

B S B S 2
Localhost- htip:/
/192.168.61.5
[availability] E&HR
{& 0.1 with O

5822H 0:21

e % 2% 5 nﬂd‘ﬂz
PROBLEM CGU Wﬁttg:g
CFRV/ICF Al FRTII: ‘ /100 12 A1 & :
B A e B EL A \

%I L = |

~~%1&1$’§‘~~

PROBLEM CGU

SERVICE ALERTIL:

W student-114-36/ —
" FTP is CRITICAL **

5H20H 14:19

=




O

PRk L—fE  T—@

i ** PROBLEM Service Aleri: Host-163-25-107-130/GENERIC_TCE 3

g 6 8§ | #EE KEE HAC IBO M HA®
B EHEiERE #IEF H: ﬂ o ﬁ'i “8 k
#;%: ;]I;Ii%ﬂf;"c—ﬂ;dﬁﬂ T 0820 DU b W9 2
l:# = _ El_ THE ahe_thold
- sl B 2016E5HSE T4 08:50
Fa: Host Exror: eiseo (192,168
Wt cgm seiko @ gmail com :
5 Hast Notice: cisco (192.168.6
System Error : cisco (192,168 :
Eeazon: Host did not respond

Average system response : 3.0 Systemn cizen (192 1686130 stat

System availability: 84.73 %

Total Checks Since Clear: 566 Current ping response: 1.99 ms

Average system response @ 3,09

wEE EEE RO ITAOD #EEED SR
g & 8 = X 0O O
B FifERE FED R t—mE T
wFHFE: nagins@alieneanlt.c zuedu. by
HHH: 01eFE2R24EF _FF 02:56
Wik hank@infome-tw com
F5: ¥ PROBLEM Bervice Llert: Host-163-25-107-1 303ENERIC_TCF_2:

Total Failed Checks: 8641
Last Date Checked DOWN : 2
Host Freviously UP for: 19h 4
MOTE:

System availability; 84.7 %
Total Checks Since Clear: 56635
Total Failed Checks: 8664

Last Date Checked UP: 2016-05.

Host Previously DOWHN for: 22

Snmp Info:
Mame -

28

31 Service Down Alarm-~
Motification Type: FEOELEM
Service: GENERIC _TCP_ 3389
Host: Host-163-25-107-130

Address: 163.25.10°7.130
State: CRITICAL

Date/Time: Thu Mar 24 02:56:20 CST 2016 °




ﬂﬂli%ﬁﬁ&ﬁ'é&ﬂlﬁ%“ﬂﬂi B ke

bytes

E]ﬁﬁﬁ = BRELS

;z%ﬁm&;m g HEE

Oracle - Used Space - C

g0
Fii]
G0
5@
48
38
28
1@

{7 I - U -5 BT - B = A -3 B - A 1}
T

? Sun 0600 Sun 0600 Sun 12:00 Sun 18:00
From 2016/05/21 23:07:26 To 2016/05/22 23:07:26

W Total Current: B80.60 G Average: 80.00 G Maximum: BO.08 G
W Used Current: 20.27 G Average: 20,27 G Maximum: 22.20 G

Leaf: Oraclef 7 ES47E

Oracle - J@fs4ke® - Application Information

29
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SESF B RS
S [edit: FIEE - SEEE ]

p.oh- s Hiz&s

HEH-BEYE - B

e

URL-WWW - http://www.1s.cgu.eau.tw/portal/

308

208 |

180 |

Tue

From 2016/05/15 23:106:09

Wed

] Total Time (ms) Min: 61.66 Max
@ Start Transfer Time (ms) Min: 55.60 Max :
W Pre-transfer Time (ms) Min: 8.07 m Max:
W Connect Time (ms) Min: B.00 m Max:
W ONS Lookup Time (ms) Min: 7.93 m Max:

Thu Fri
To 2016/05/22 23:10:09

307 .44 Last; 67.51
118.43 Last: 61.93
286.86 m Last: 13.42 m
286.20 m Last: 13.22 m
286.20 m Last; 13.22 m

URL-WWW - http://www2.is.cCyu.cdu.tw/master/login.aspx

AR | |

Tue Wed
From 2016/05/15 23:10:069

Thu Fri
To 2816/05/22 23:10:09
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B e

Zﬁjg g 1to 2 of 2 [1]
TERERETE B BEEonE Bk R

Pt e @ B-paw-fish  Current - Backups (2)  192.168.61.4 Cisco Jun 15 2016 21:03:31  Jun 5 2016 18:19:30
51 cisco router  Current - Backups (0) 192.168.61.6 Cisco
S LR L
=ia fim 5% =E v HH

Query: [edit: B-paw-fish]

Enable Device

Uncheck this box to disabled this device from being backed up, ¥ Enable Device

Description
Mame of this device (will be used for config saving and SWN if no CISCO Router
hosthname is present in config),

IP Address
This is the IP Address used to comrunicate with the device. - 192.168.61.6

Schedule _
How often to Backup this device, |E'5”|E|" b

Device Type
Choose the type of device that the router is.

Authenication Account
Choose an account to use to Login to the router

L

Wieakly
honthly

BiE || TRE

31




iREE

B EE
Ei
TEFERIE
e
FHER

A R
lEiE=ERE
i

B S E R
BRIETE
SHMPEIEH,
TEREERE
HERERETE

B E R/ EE
EFTE /R

HIENER 423 F

BRI

Cisco/S-paw-fish ¥
B-paw-fish-2016-06-03-0000 ¥

Cisco/S-paw-fish *
8-paw-fish-2016-06-15-2103 ¥

Cisco/f8-paw-fish-2016-06-09-0000

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service tocp-small-servers
hostname S-paw-fish

aaa new-rmodel

enable password EEeE
wsername hank password O cisco
ip subnet-zero

no ip domain-lookup

ip host coml 2001 1.1.1.9

ip host com?2 2003 1.1.1.9

ip host com? 2008 1.1.1.9

ip host com? 2007 1.1.1.9

ip host aux 2009 1.1.1.9

ip host com4 2004 1.1.1.9

ip host comS 2005 1.1.1.9

ip host comé 2006 1.1.1.9

ip host com?2 2002 1.1.1.9

interface Loopback 1
ip address 1.1.1.9 255.255,.255.255

interface Ethernetn

ip address 192.168.61.4 255,255,255.0
no ip route-cache

no ip mroute-cache
ke mme Carialn
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Ciscof8-paw-fish-2016-06-15-2103
version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service tcp-small-servers
hostname B-paw-fish

aaa new-model

enable password seikol
username hank password O cisco
in subnet-zero

no ip domain-lookup

ip host coml 2001 1.1.1.9

ip host com2 20032 1.1.1.9

ip host com2 2008 1.1.1.9

in host com? 2007 1.1.1.9

in host aux 2009 1.1.1.9

in host com4 2004 1.1.1.9

ip host comS 2005 1.1.1.9

ip host comé 2006 1.1.1.9

ip host com2 2002 1.1.1.9

interface Loopbackl

in address 1.1.1.9 255.255.255.255

interface Ethernetn

in address 192.168.61.6 255.255.255.0 secondary

ip address 192.168.61.4 255,255.255.0
no ip route-cache

no ip mroute-cache
ke e Carialn




RIS T BRELE

g 7]ia i I 2014-06-25 19:29:14 FEH 2016-06-02 11:55:45
SRIE4A: Default - Non Destructive Global Scan TiF&EH: test
VYulnerabilities Found - &
O Low -2
[ Irfa - 6
¥ 4
\ 5%
T ERBREEE
O FE IBEH | RE <« & <] & ’ & ’ B v
140.92.88.140 CISC - - - 2 o
MR EREE G -Trueid B @) - REEEE L - BAEERTTEERY
140.92.88.140 - CISC
=B
1434/udp
HEAH SB/EID B BAEE
Microsoft's SQL UDP Info Query 10674 ms-sqkm (1434 /udp) Low HIIO
SYnopsis: Family name: Windows °

It is possible to determine remote SOQL server version Category: infos

Manmussindds Thic rerind i Camreriahes (Y 30001 U T Maara
k

33
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Threats Dambasa

By Severity

T

Top 10 Networks

Pl e {153 ML D40AL24) (1099 7Y _
Clisrts (1 apk a4 (3330
ohers [
Wel2 (15216811 024} [150] -
Pruzta (192.108 1024 192002024 1
[404073

Somramrn {150 TR LI 4 D] I

Hoat - IP
Al

Dt (Tt

posmia (197 188.20.5)
2N11-09-132 10;21:490
AN-GR-T TR

20F11-06-02 22 : 1/ -(0

Il =nanm [ ]
R Hgh 1250]

i By Services - Top 10

::'-'.'-.
Fedinam [231]
Lo [832]
Info[471]

qome [THD THML 0] [250)

Imsasti { TS ARRT0AY [2223]
wililld {192.168,12.113) | 208]
Janmia (153 16810017 [154]
marster (192 160.11.1) [150)

TAPARIY 140

i MR ARR R 18] [ LHE]
103 158.40.5 [62]
paoio (152, 168.19.2) [55]

THE WEHLIOG [3%5]

Currant Vulnarablities

= s,
| Saziwcal L Frase Dl (o) ol it W

k- T |

1 x|

Windaes A w
= 1] 3
Wl i o ]
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T 10 Hosts

23

AR

an

LIS

E

sy fhrppad )] | AN
hictp (bep B0 [13]
hitps {Topddd 33 [A33
M muvramods-din o335 |4
B netheces-ns [udpf 137 |95
B thads sei (ECp) 139 8]
B iirsnngn (ot LEEL R
I remoteaare-cl P 3000 6]
N ofp oy 300G [
- s Chopd 8 Ah ] [N

Seriwvus High Medium Low Info

B33 471 [0 <] A

M2 4 mmeEaE i

o 19 [ el]EE
) SR T | -_!] o {38
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.'lps:."."lD.l.1.185."03"'pe=ip_xrc&.ip=&ﬂnws=li + |

L: hitpz:#10.1 .1 185/ syl IP Goo glebdap phpthpe=ip_srefip=~1 = - ',p [ &
g [me [ estae < || $0 - someri passvort soaies Pk
) T Service
’ max prianty ([P A el
N max rsk ([N i ooyl

—

Exp:

never
Russis ’ﬁ Start: Feh 16 2012 - 18:06 CST
End: Feb 29 2012 - 16:00 CST
Cansds |
T @ X Estare 2012-02-29 08:10
MaranPaian
@ = @ (? tend 2012-02-29 16:00
e Univer {@Es Packets
L Afgharssian |
S irany
il Pakistan 2
:Iﬁ India Maxien o
-5 ’ =
{5 < ; Traffic
|- ndened PFapus bew
Sares Brasil
Pemw
1 Bedvia m
it — Indian ! p mE e
-:-‘j_ Gicasn Sustralia 1 5ot Mapdaia ool 2 Maplisk, Te ke Atlag - Te mg of U el d
P e e == G:’ Lin Scale @Stacked Graph
Select | Time Window w Display: | 1 da e & B & e B
Timne dos play: | 1 day B = B W B B R Cioasa C line Graph
‘e Statistics timeslot Feb 29 2012 - 08:10 - Feh 29 2012 - 16:00
Channel: w Flovrs: Packets: k 3 Traffic:
all: tepr | udp: /[ icmp: |[ other: tep: | udp: || icmps (| ethers I all: 1 wep: udp: icmp: _other: |
I ossim  BH4 /s ¥39/s B4/s 0OJs 0 /s 1.4kis 1.4kis 41.7/s 1.0/s 0 /s 6.1 Mb/s 6.1 Mb/s S1.6kb/s 4058b/s 0b/s
m Display: “_/'Sum G’ Rate
MNetflow Processing [ List last 500 sessions ] [ Top 10 Sk IPs ] [ Top 10Dst IPs ] [ Top 10 Sk Port ] [ Top 10 Dst Part ] [ Top 10 Proto ]
.ﬂ admin = B’ Source: Filter: Options:

User session: 1 hour

A mctive dzers 1607

@ List Flows C:'Slat TopN

Linit to: so0 * | Flows
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TCP
1a
§.a
10
a0
o] uill i .ad
L Fro B2 RN )
B_ a 3
oo 7.0
]
5
B 6.0
]
o 5.0
=2
E
o 4.0
L]
?: 3.0
i ;
(=]
'U_-‘ 2.0
1.8
B ossim
Date flow start Duration
2011-10-10 21:17:03.372 0.006
2011-10-10 20:21:04.495 0.004
2011-10-10 20:35:01.584 0.087
2011-10-10 20:55.03.035 0.004
2011-10-10 21:13:06.337 0.021

Tue

Proto
TCP
TCP
TCP
TCP
TCP

upp

B 7 Fro E]

Mon Oct
Wed
Geo Tools: s 4F

Src IP Addr:Port
127.0.0.1:47199
127.0.0.1:53818
127.0.0.1:35343
127.0.0.1:54533
127.0.0.1:59724

FER

Thu

Geo Tools:

Dst IP Addr:Port

127.0.0.1:3306
127.0.0.1:3306

127.0.0.1:4949

127.0.0.1:3306
127.0.0.1:3306

36

Fri

£

B

Flags
APSF
APSF
APSF
APSF
APSF

ICMP

FrL £7

Sat

Tos

(=100 =~ I — R — ]

10 20:15:00 2011 Flows/s any protocol

Packets
15
15
[
10
9

Bytes
2137
2137
265

741
701

other

Maon

Pps
2500
3730
65
2300
428

B 07

bps
2.8M
4.3M
24367
1.5M
267047

Fro E]

Bpp
142
142

74

T

Flows

b et | | |
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fim | SREE i prs
— “— |Other TCP/UDP-based Protocols| 25.9 GBytes|132,008,336] 4.0%|=
FEEIEE: | alienvault | A&
ksl er +FTP
DMS
(28%)
Accumulated View
HTTP
{54%)
Protocols: Historical View
-
20H
w15 M
DNS ;-—
B womn
5H
0 e
12: 00 14: 00 16 00 18: 00 20: B0 22. 00
B Messenger Max: 2.4k Avg: 31.3 Last: 0.0
B HTTP Max: 21.2M Avg: 4.3M Last: 750.3k
@ MBios-IP Max: 3.2k Avg: 2.1k Last: 1.8k
Historical View O sFTP Max: 2.2M Avg: 139.8k Last: 0.0
B HENS Max: nan Avg: nan Last: nan
0 DHCP-BOOTE Max: 396.1 Avg: 191.8 Last: 68.2
B stp Max: 2.8k Awvg: 2.0k Last: &04.8
Telnet B Telnet Max: 3.6 Avg: 1.2 Last: 0.0
B ssH Max: 4.8k Avg: BS.6 Last: 35.8
W Gnutella Max: 0.0 Avg: 0.0 Last: 0.0
@ oNs Max: 301.8k Avg: 18.7k Last: 712.7
[ Kazaa Max: 0.0 Avg: 0.0 Last: 0.0
Fal B PROXY Max: 5.6k Avg: 94.8 Last: 0.0
B x11 Max: 5,9 Avg: 47.7m Last: 0.0
(] NP_S Max: 28.6 Avg: 232.7m Last: 0.0




et 53T

Dropped (libpcap) 03 o

Dropped {(ntop) 005 o

Total Eeceived {ntop) 50,270,005

Total Packets Processed 59,270,605

Unicasxt S, 8% 32,467,380

Eroadcast 41.8%| 24,755 80 \
Multicast 3.4% 2

137,23
Multicast l mﬁﬂgqj lI:I:II Iﬁ,iﬁ %l]\ﬁé64by16
\ 2k K2 1518bytef £t &, Bl F R AT
BEHEIR IE & B
| L

Broadca:
(4=%a]

Lnicast
(55%a]

Shortest

Average Size

Packets Longest 1,574 bytes

Size o 64 bacoc 4z 2 2o =51
64 < Size <= 128 bytes 12.6% 7,454,153
128 =« Size === 256 bytes 3.05% 1,802,033
256 <« Size <<= 512 bytes 1.4% 534,262
512 = Size == 1024 bytes 0,03 14,757
1024 = Size <= 1518 bytes 3D.TE 23,550,584
5ize > 1518 bytes 0,03 ]




Search | Clear

* Moo Fillers

Timt framsd soloction GM1T

rou 1 [ERETI

* Displaying events 1.1 of

[ srort "ET REN K
Hotwork IP TCP (272

=

EX : PAERHE R E A 4 4iE A

e
AV Possible Client Side Attack against
89.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
B9.149.241.150 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised host (1)

AV Possible Client Side Attack against
£9.149.241.190 from a compromised hast (1)

EEIL

(RN I%\

230,

£

Since Date

2011-02-23 5:26:48

H011-02-23 05:24:13

2011-02-23 05:20:58

H011-02-23 05:09:58

2011-02-23 05:07:23

2011-02-23 05:04:08

2011-02-23 05:53:08

211-02-23 05:50:33

A011-02-23 05:47:18

2011-02-23 05:36:18

39

2011-02-22 14:26:

2011-02-22 14: 4.

2011-02-22 14:21:08

2011-02-22 14:10:08

2011-02-22 14:07:38

2011-02-22 140417

2011-02-22 13:53:1}

2011-02-22 13:52:5}

2011-02-22 13:52:40

2011-02-22 13:36: 21

10.52.28.21:1411

10.52.28.21:1409

10.92.28.21:1402

10,92.26.21:1385

10.92.26.21:1384

10.52.26.21:13M

10.52.28.21:1360

10.52.28.21:1359

10.52.18.21:1349

10.62.28.21:1337

£9.149.241.190:5150 =

£9.149.241.150:5190 =

£9.149.241.150:5150 =

§9.149.241.150:5150 ™

89.145.241.150:5150 =

£9.149.241.190:5150

£9.149.241.150:5150 ™=

B9,149,241,150;5150 ™

£9.149.241.190:5100 A

£9.149.241.190:5100

Open

Open

Open

Open

Open

Open

Open

DOpen

Open

Open

ESEL D HRBN A RHIERBIVNCE #,

@

L ]




EX

1 A
=

c

A Pt ] PRIV |8 Mt WS LA S ] WP I T e e

I

|l
(-

Signature

[ [0 [ srert: "ET TROJAN Downadup/Conficker
A or B Worm reporting”
[ [ [ srert: "ET TROJAN DownadupiConficker
Aor B Worm reporting”
[ [ [ snort: "ET TROJAN Downadup/Conficker
Aor B Worm reporting”
[ [0 [ snert: "ET TROJAN Downadup/Conficker
A or B Worm reporting”
[ [ [ srert: "ET TROJAN DownadupiConficker
Acr B Worm reporting”
[ [ 3 snort: “ET TROJAN Downadup/Conficker
Aor B Worm reporting”
[0 [0 [ snort: "ET TROJAN Downadup/Conficker
Acr B Worm reporting”
[ [0 [ snert: "ET TROJAN Downadup/Conficker
A or B Worm reporting”
[0 [0 [ srert: "ET TROJAN DownadupiConficker
Aor B Worm reporting”
[ [ [ snort: "ET TROJAN Downadup/Conficker
Aor BWorm reporting”
[ 24 [ snort: “ET TROJAN Downadup/Conficker
Aor B Worm reporting”

» Date GMT+8:00 ~

2011-0223 19:28:13

2011-02-23 182743

20110223 19:27:20

2011-02-23 15:26:42

2011-02:23 19:26:34

20110223 19:268:20

2011-02-23 19:26:05

2011-02-23 19:26:05

2011-02-23 19:26:05

2011-02-23 19:25:568

2011-02-23 19:25:58

10,

10.

10.

10.

10,

1.

1

0

10

10,

10,

Source
7:3%41 %
7:35%
7:353 &
73526 %
7:3524
73518 &

.?:3514@

713513 Q
73502 Q
J7:3400 @

73498 %

Dest.

221.7.91.31:80 g

ZHTH1380

14321513033 80 =5

221.7.91.31:80 g3

145.20.56.33.80 g

14321513033 80

148.20.56.32.B0 Fg

1432151431180 @2

143.215.130 33:80 g

14321512026 B0 =

14321514311 80 =

Asset

S.D Prio Rel Risk
E-xl 1 1 [0
e 1 1 f-xB
ek 1 i O-=0
| B 1 B -0
S 1 1 [ -=0
Bre2 1 1 ==
552 1 1 0-50
5-52 d 1 B->0
| B 1 1 D=0
o 1 1 f-#0
B 1 1 f-=0

TBAS™ T Win32/Conficker worm , ifi B A E1EEL

40

| Ld-proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP




rame selection. GMT+B:00:

A

wquest”

qquest”

T [0 A snort: "ET P2F BitTorrent DHT ping

] [ [0 snort: "ET P2P BitTorrent DHT ping

Slgmaton

Ex - Bittorrent usage

3
200 21Fe 230 ZiFe
rch | Clear Back 3 | Refresh
i [ i."-'- :"i.f’%;"“."‘IT'.".‘I?'."' | Payload
Data Sources Risk
(Gron ) )
e Filters » Taxonomy Fllters

laying events 1-2 of 2 matching your selection. 2,311,232 total events in database.

Date GMT+8:00 «
2011-02-23 02,06.30

2011-02-23 02:05:25

2h Z2Fe

10:100.147 162.47866 Q

Eh 22Feb 8h 22Feb 11h ZiFeb tiln E3Fen

Current Search Criteria [...Clear All Criteria...]

META
Data Source = (snort) ...Clear...

1T Fifen

Signature " snort, "ET P2P BitTorrent DHT ping request™ ...Clear...

time >= [ 02/ 22 /2011 ][01:%:*]

Clear...

Summary Statistics

Timeline analysis: "-E: Events 2 5| Urique Evanits e

¥ || Last Week | Lasttwo Weeks | Last Month | All

Unigue addresses: Source Port:
Source | Destination TCP | UDP
Source Dest.

67.215.242138:6881 E5

i

67.215.242.139:66881 ==

10,592,224 4445804 Q

A ERHEER A A EFHP2P,

41

Sensors

Destination Part:

i =y L-'--—-l.r_!,f;l

» Show full criteria ;|

PAYLOAD P LAYER 4

any any none

Unigue Data Sources

Unigue IP links [FQDN]

TCP | UDP Unigue Country Events
» Custom Views
Asset
S0 Prio Rel Risk L4-proto
E=r | 1 | T T uppP
= [ 1 [Fessp | UDP




e — e .|
—— -
T —

WEIT A

Ex : ZRZE R KEFFE

grEgmer B 2% i

riE cEE E

ih WL 5) S8 -
W (B RAE T4 10%) apcen OOE  core o pame BEE e9%  |ligodl
= FTREL M =EIE . L
i SETE 1-50 f 1,797 4,265,327 THER TS
o BABE | . EmicuT:g00. | EEE *E B | F% Rk
-, Fortigate: TrafficTon.. “ed 2018-02-16 200521 dierwaut220.161.125.169:38735211.78.90.6680 |57 =
- Security Events (SIEM) ilcnd = =
Fortigate: Traffic log Allowed . : : . I
s o L ogs oaach HDU?H} g 518-02-16 20:05:11 E,EWHLt220.1a1.1%:159.51?00211.?3%1_55_30 B
- Em Fortigate: Traffic log Allowed : :
B o GGG (R 2018-02-16 200501 dienvad;220.181.125.169:41503211.78.906680 |55 3
- 1l (10001) = =
Foriigate: Traficlog Allowed : 220.181.125.169:53799 211.78.90.66:80 -
F 2014-02-16 20:0451 3 ZoaSLis R AED050; : r
w’E (10001) lenva - = a2 8
- F g TR Wowed i 220.181.125.169:53514 211.78.90.66:80 .
o HE 1 40001) 2018-02-16 20:04:41 gienvadt=="- """ = @ 2-»2 | |
Fortigate: Traffic log Allowed : :
v S ; mnmflj}e rafficlog Allowe 201f0216 20:0431 Jienvarft220.181.125.169:37452211.78.90.66:580 | gy —
ke Situafional Awareness Fortigate: Traffic log Allowed ’ \
Situa 4 gate: g 2018-02-16 200421 diernvat 220-181.125.169:38777211.78.9066:80 |mors | [ &
P HAERS (10001) = [
o Teaiiciog diowed i 220.184.125.169:41196 211.78.90.66:80 i
2018-02-16 20:04:11 3 R0 AR TG 78.90.66: =1
(10001) ienval = _ Fres —®
Fortigate: Traffic log Allowed i 220.181.125.169:47856 211.78.90.66:80 ||
201§-02-16 20:04:01 3 gt aat ot 78.90.66: 3oz @
(10001) ienvau o e 2o [
Faigee. framclogARowed - 220.181.125.169:58006 211 78.90 66:80 T
201p-02-16 20:03:51  Fienvalgt <=+ 107 ho T e iy [ z- |
(10001) - = 2->2 @
B MR T owE i 220.181.125.169:35852211.78.90.66:80 | [
2018-02-16 20:03:41 3 p2edant1on 10k 78.90.56: =
(10001) Ve & A i->2 B
S i e i 220.181.125.169:58905 211.78.90.66:80
201§-02-16 20:03:31 3 p 220 ¥ 420 dag AR B8 E |
(10001) lenvay P = 22 0]
~§8 admi g TR Wiowed i 220.181.125.169:57005 211.78.90.66:80 .
& admin o B ¥ (10001) 2018-02-16 20:03:27  Jienvaldt == """ “ ' ' _ ' S ]
(B ER R B 38 —— .
minutes [ g T OFRGake: TISME og Allowed 2010:02-16.20:03:11_dienvad 220.181.125.169:55239 211.78.90.66:80 | 5 —

42




R#

ME 2Ee 014-01-14 16:54:1; BxiE #eF [El e - 3 EiR
e en BOE  cers  oseeEe BEE 7% (|Hoodl
otEl WeH SERVER
__PHP configoptionin  2014-02-1320:17:04  alienvault 186.201.15.37-46077 14”-92-2-23238” e [
4 mAsE : L
2014-02-13 20:17:04 alienvault 186.201.15.37:45767 1“”-92-2-23235“ T N
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Host: ep.cou.edu. tw

Locept: FAF

Accept-Lancuage: zh-TW

Referer: http: //ep.cgu. edu. twfwebfolio/Frontihow/eiradar /eiradar. swE

x-flash-version: Z20,0,0,306

Lipcap.&ccept—Encnding: gzinp

BAT
3

TUzer-agent: Mozilla/4.0 (compatible; MSIE S5.0; Windows NT 6.1; WOWed; Trident/4d.0; SLCCZ; NET CLE Z2.0.50727
Cookie: _ga=Ghl.3.147429530. 1427202129 gat=1; ARPIESAIONIDASTRCDTS=GFCEIGIELOIFCFNIACEQEFPH: ASFP.NET Ressi
Via: 1.1 ep.cgu.edu. tw [Access Gateway-ag-2DOAl7?70LDFLaS9E-51631691)

X-Forwarded-For: 163.25.88.72

X-Forwarded-Host: ep.cou.edu. tw

[EBTAE, BAS WiEEHEanE |

X-Forwarded-3erver: ep.cou.edu. t

Connection: Keep-4Aliwe

{:@ Snort 3R {E3

File: emerging_pro-policy.rules

Rule: alert hitp FHOME _MET any -= $EATERMAL_MET any
msi: "ET FOLICY Qutdated Windows Flash Wersion I[E®
flow: established to_server
content: "xflash-version|3a 20/
http_heaider:
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EEAME st =

ESRER  EEEIP Total Captures B
alienvault 140.92.10.170 6 HiE
(thI.H'E o - HORA SR . r:|=|:|:|_-|r.l E I T .
SISO A 1 C | B s 211.78.90. M3 nssim/pcapfshark Arieweapture phpfecan_name=netscan_admin_ 1462093621 _10Q, By & |
2015-01-061
: EI4GmRE : Thu May 12 03:07:03 2016 End time:Thu May 12 03:07:13 2016 Filrer: " g =i B
2015—[.]1_05 1 Capture duration:10 ¥ Number of packets:742 File size:663488 bytes " h =
2015-02-04 2
2015-02-04 2 HNo. FE FE Hifaih FARE Length Info.
2015-02-05 2 2155 > 443 [ACK] Seg=l Rck=1 Win=32768 Len=0
O=. CE= 1n= =l
1 0.000000 220.135.15.12 140.92.10.170 TCP 66 SLEeca1 SRE—£8O1L
0.000020 140.92.10.170 220.135.15.12 S5L 1414  Continuation Data
[TCP Dup ACK 1#1] 2155 > 443 [ACK] Seg=1l Ack=1
3 0.009018 220.135.15.12 140.92.10.170 TCP 66
Win=32768 Len=0 SLE=5441 SRE=8161
4 0.009034 140.92.10.170 220.135.15.12 55L 1414  Continuation Data
A [TCP Dup ACK 1#2] 2155 > 443 [ACK] Seg=l Ack=1
5 0.009443 220.135.15.12 140.92.10.170 TCP 66
[10 | Win=32768 Len=0 SLE=5441 SEE=9521
6 0.009456 140.92.10.170 220.135.15.12 s5L 1414  Continuation Data
7 0.014481 220.135.15.12 140.92.10.170 TCP 66 [ e T L8] 205 S e e save DS

ElE -

Win=32768 Len=0 5SLE=5441

SEE=10881

|140.92.10.1?D (alien » FRAME 8: 96 BYTES ON WIRE (768 BITS), 96 BYTES CAFTURED (768 BITS)

¥ ETHERNET II, SRC: 00:15:5D:0A:6E:17 (00:15:5D:0A:6E:17), D5T: 01:00:5E:00:80:80 (01:00:5E:00:80:80)
» Destination: 01:00:5e:00:80:80 (01:00:5e:00:80:80): 01:00:5e:00:80:80
» Source: 00:15:5d:0&:6e:17 (00:15:5d:0&a:6e:17): 00:15:5d:0a:6e:17
Type: IF (0x0800): 0x0800
» INTERNET PROTOCOL VERSICN 4, SRC: 140.92.10.35 (140.92.10.35), DST: 239.128.128.128 (239.128.128.128)
¥ USER DATAGREM PROTOCOL, SRC PORT: 10008 (10008), DST PORT: 10008 (10008)
Source port: 10008 (10008): 10008

Destination port: 10008 (10008): 10008

Source or Destination Port: 10008: 10008

Source or Destination Port: 10008: 10008

Length: 62: &2

8 0.014976 140.92.10.35 -> 239.128.128.128 UDP 96 Source port: 10008 Destination port: 10008

0000 01 00 5e 00 80 80 00 15 54 Oa &e 17 08 00 45 00 e ].n...E.
0010 00 52 12 45 00 00 01 11 a0 d& Bec 5c Oa 23 ef BO BuEaiweaan Nafa
0020 80 80 27 18 27 18 00 3e &b 6e &6d &9 &3 73 &L &4 o'W rkmmicsod
0030 32 3b 21 3b 31 34 36 32 39 39 33 30 36 36 33 35 2:1:146299306635
0040 33 3b 70 70 74 &3 6f 6e 76 €5 T2 T4 3b 31 34 30 J;pptconvert; 140
0050 2e 39 32 2e 31 30 2e 33 35 3b 31 32 33 34 35 3b .92.10.35;12345;
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24 February 2016, 8:00 am

wuln: GhU glibc 'getaddrinfol ) Function Multiple Stack Buffer Owverflow
Yiulnerabilities

Vuln: Cracle Java SE CWE-2015-4893 Remote Security Yulnerability 24 February 2016, 2:00 am
Vuln: Cracle Java SE CWE-2015-4872 Remote Security Vulnerability 24 February 2016, 2:00 am
Vuln: Oracle Java SE CWE-2015-4842 Remote Security Yulnerability 24 February 2016, 2:00 am

Bugtrag: [SECURITY] Lorex ECO DVWR Hard coded password
Bugtraqg: [SECURITY] [DSA 3589-1] gdk-pixbuf security update
Bugtraqg: WebkitGTK + Security Advisory WSA-2016-0004
Bugtraqg: [oCERT 2016-001] Jetty path sanitization issues

Maore rss feeds from SecurityFocus
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Advanced Security Option
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